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- approved certification mechanisms 28 72

- associations (and other bodies) 40 1 et seq.,
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- purpose and means 4(7) 14, 22

- responsibility 241,11

- security company 4(7) 40

- single processing operation or to a set of
operations  4(7) 22

- standard contractual clauses 4(7) 13

— status of accountants  4(7) 41

- SWIFT 4(7) 42
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- Territorial scope in case of natural persons
319

- traditional role 4(7) 32, 41

— Union or Member State law  4(7) 26

Controller-concept

- function 2413

Controller-processor relationship 28 2
Controlling undertaking 88 35 et seq.

Convention 108
- Territorial scope 38

Converging decisions 26 25, 33

Cookies 6(1)(f) 32,97 14

- Territorial scope 3 51 et seqq.

Cooperation (of controller and processor) with
the SA 31 1etseq.

- access to all personal data 314

- administrative act 316

- automatic processing operation 31 10

- business premises 314, 11

- common cooperation obligation 311

- controller 311, 3etseq., 6,9 et seq.

- cooperation between the SAs 31 10

- cooperation obligation 31 1, 4 et seq., 10

- cooperative behavior 31 3

- corrective powers 313

- fines 317

- implied powers 3138

- investigative powers - 31 3

- kind of data processing 31 10

- legal remedy 316

- nemo tenetur se ipsum accusare 31 12

- processor 311, 3 etseq., 6,9 etseq.

- proposal of the Comm 3111

- records of the processing activity 31 4

- reporting obligation 314

- representative(s) 311,10

- special cooperation obligation 31 4 et seq.

- supervisory authority (or SA) 31 1 et seq.

- tasks of the SA 31 letseq., 11

- unilateral obligation to notify the SA 31 10

Cooperation credits 31 1,49 28

- consistency mechanism 64 22

- dispute settlement procedure 65 14 et seq.

- opinion procedure 6422

Correction, right to 16 4 et seq.; see also rights
of the data subject

Corrective powers 41 25 et seq., 58 1, 12

Council of Europe Convention 108 15 3, 23 3,
852,24

Counter-performance 4(11) 10

Covert data collection 141

COVID-19 outbreak 99, 80

Credit institutions and investment firms 90 6

Credit scoring  6(1)(f) 1 et seq., 37 21

- Al Regulation 6(1)(f) 6

- automated decision making 6(1)(f) 2, 7,
10 et seq., 18, 20

— automatic refusal  6(1)(f) 9

1176

- behavioural data  6(1)(f) 4 et seq., 16

— Consumer Credit Directive 6(1)(f) 2

- creditworthiness  6(1)(f) 1 et seq., 4,
6 et seq., 15 et seq., 20

- FinTech 6(1)(f) 5

- harmonisation 6(1)(f) 20

- legal bases 6(1)(f) 13 et seq.

- Mortgage Credit Directive  6(1)(f) 2

- Profiling  6(1)(f) 9 et seq., 17, 20

Creditworthiness 13 10; see also Scoring

Criminal convictions 10 2 et seq.

Criminal records 107

Cross-border data processing 55 1

- consistency mechanism 64 5, 30

- dispute settlement procedure 65 15
- opinion procedure 645

Cross-border health care 159,201

Cross-border processing  4(23) 1 et seq., 4,
5512,561

- affects or is likely to substantially affect
4(23) 1,6

- effective exercise of activities 4(23) 4

- establishment in one Member State with a
substantial impact on data subjects in more
than one Member State  4(23) 6 et seq.

- establishments in more than one Member
State 4(23) 3 et seq.

— lead supervisory authority  4(23) 1 et seq.

- 'main establishment 4(23) 9

— one-stop-shop  4(23) 1

- single establishment =~ 4(23) 1, 6 et seq., 9

- stability of the arrangements  4(23) 4

Cross-border situations relating to freedom of
expression and information 85 26

Cyber-resilience approach 32 32

Dactyloscopic data  4(14) 8

Data

- administrative sanctions 105

- biometric data 4(14) 1,929

- concerning health 99

- criminal records 107

- criminal sanctions 105

- Finger images 4(14) 8

- Fingerprints 4(14) 8

- generated by autonomous vehicles 99

- generated by connected vehicles 109

- hair color 4(13) 5

- political opinions, religious or philosophical
beliefs 921

- public 956

- racial or ethnic origin 918

- relating to income 9 4

- relating to wealth 94

- sex life and orientation 9 38

- way of walking 4(14) 8

Data access 4(7) 14

Data breach 40 31; see personal data breach
- reporting and handling procedures 24 32



Data concerning health  4(15) 1 et seq.

alcohol consumption, tobacco consumption
or druguse 4(15) 13

allergies 4(15) 5

analysing a person’s urine and blood  4(15) 7

app counting the steps  4(15) 14

arrhythmia 4(15) 14

biological samples 4(15) 4

diabetics  4(15) 14

dietapp 4(15) 14

disease, disability, disease risk, medical
history, clinical treatment  4(15) 4 et seq.,
13

exercise habits or diet

genetic data  4(15) 1, 4

glucose metering  4(15) 7

health care services 4(15) 4, 10 et seq.

health professional  4(15) 4, 10

health status  4(15) 2, 4 et seq., 8, 11 et seq.,
16

heart rate monitor 4(15) 14

hereditary or genetic predisposition
4(15) 13

high or low blood pressure

hospital  4(15) 4

IQ 4(15)5

measuring blood pressure or heart rate
4(15) 7

medical data 4(15) 5, 8

medical device  4(15) 4 et seq., 7, 10

obesity 4(15) 13 et seq.

patient support group  4(15) 5

physical or mental health 4(15) 2, 4 et seq.,
11 et seq.

physician  4(15) 4

pulse/heart rate  4(15) 14

screening tests  4(15) 6

4(15) 13

4(15) 13

self-help and support groups  4(15) 5
sleep diary  4(15) 14
smoking and drinking habits 4(15) 5

testing or examination of a body part or

bodily substance 4(15) 4
wearing glasses or contact lenses
weight  4(15) 5, 14

4(15) 5

Data governance 30 1

Data minimisation 5 60, 89 et seq., 97 et seq.,

111,19,2543

big data 599

consistency mechanism 64 44
data subjects 5102

personal data 596

processing 5 100 et seq.

Data minimization 1217, 15 15,23 31
Data processing 37 8

concerning health 9 34 et seq.

protection of vital interests of the data subject
948

purposes set out by employment, social
security and social protection law 9 47

statistical purposes 9 81

statutory duties 88 15

Index

28 20
Data processing legitimate 9 11

Data processing agreements

Data protection adaptation laws 94 4
Data protection audits 58 7

Data protection board

- commission 40 54

- implementing act 40 54

- opinion 40 52 et seq.

Data protection by default 25 1, 40

Data protection by design 12 17, 25 1 et seq.

- principles 2512
Data protection by design and by default 5 37,
103, 25 1 et seq., 19, 89 15

- accountability (principle of) 2512,
31 et seq., 56

- accuracy (principle of)

- anonymization 252,10

- anticipatory design 25 26

- Artificial Intelligence 25 19

- automated decision-making 25 5, 19, 30,
32 et seq., 39

- BigData 2535

- certification 25 6, 13, 19, 57 et seq.

- codes of conduct 2519

= cost of implementation 25 16, 34

- dark patterns 2553

2512,31

- data minimisation (principle of) 2538, 12,
27, 31 et seq., 42 et seq., 53
- data protection principles 25 31 et seq.

- DPA 255,11, 16, 19 et seq., 32, 37, 60 et seq.

- DPIA 255,13,32,57

- enforcement. 2559 et seq.

— fairness (principle of) = 2512, 31 et seq.

- information system(s) 25 2,15, 18, 20

- integrity and confidentiality (principle of)
2512,31,43

- Internet of Things 2511

- interoperability 259

- lawfulness (principle of) 25 12, 31

- legal basis 25 51 et seq., 63

- penalties 2559 et seq.

- preventing measures 257, 12 et seq.,
30 et seq., 39, 57

- privacy by design 25 2,7, 9 et seq., 32, 34, 63

- privacy-enhancing technologies 25 10

- proactive risk-prevention approach 25 2

- proportionality 2517, 32

- pseudonymisation 25 2, 10, 27 et seq., 33

- purpose limitation (principle of) 2512, 31,
42,51, 53

- risk-based approach 25 16, 37

- role of controllers 2522

- safeguards 251,5, 11 et seq., 14, 18,
23 et seq., 30 et seq., 33, 35 et seq.,
56 et seq., 60 et seq.

- sanctions 2559

- scope 2517

- sensitive data 25 35

- state of theart 253,16 et seq., 19, 24, 34, 36,
38,58
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- storage limitation (principle of) 25 12,27,
31, 42 et seq.

- technical and organizational measures 25 1,
3,5,7,9, 13 et seq., 18, 20, 24, 28, 31, 33,
37, 56, 60, 62

- training 252

- transparency (principle of) 2512, 31 et seq.,
53

Data protection certification mechanisms 422
Data protection coordinator 37 27,38 16
Data protection directive 55

Data protection impact assessment 23 37,
35 1 et seq.

- advertising 35 20, 23

- authentification 35 58

- automated processing 35 22 et seq.

- blacklist 3529, 31

- Bluetooth 3528

- bring-your-own-device 3517

— camera 3527,51

- CCTV 3528,51

- child 356,18,54

- codes of conduct 3547

- consistency mechanism 64 13 et seq.

- consistency procedure 35 30

- criminal convictions 35 18, 24

- DPO 354l etseq., 46

- e-commerce 3519

- EDPB 6413

- employee 356,18, 31

- encryption 3558

- fundamental rights 35 4 et seq., 53

- health data '35 31,54

- high risk to the rights and freedoms = 352,
10,12, 19

- historical data 35 31

- in-house organisation 35 40

- joint controller 3531

- large scope of data processing 35 19

- legal basis 35 33

- likelihood of damage 3513

- location data 356

- microphone 3528

- monitoring 35 23, 26 et seq., 30 et seq.

- negative list 3511, 29 et seq., 32, 64 14

- occurrence of harm 35 14

- opening clause 35 34

- opinion procedure 64 13 et seq.

- patient records 35 24

- positive list 3529, 64 14

- preliminary assessment 35 10

- pricing 3523

- principles of personal data processing 35 56

- processing operations 35 2, 9 et seq., 12, 15,
31, 33,51

- process-oriented inventory 35 50

- profiling 356, 20, 22 et seq.

- public interest 35 35

- purpose of the data processing 35 20

- review 3513,39,46

- RFID 355,58
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- risk minimisation 354

- risk-based approach 351

- SaaS 3517

- scoring 3523

- security service 3524

- sensitivity 3515, 18, 24

- severity 3514,52

— smart meter 355,23

- special categories of personal data 35 6, 18,
24

- surveillance 35 6, 25, 27 et seq., 54

- systematic and extensive 35 23

- technical and organisational measures 35 57

- third countries 35 19

- tracking 3523,28

- whitelist 3529, 32

- works council 35 44

Data protection law
- responsibilities 26 5

Data protection management 578,139,195,
24 44

Data Protection Officer (DPO) 24 31,
37 1etseq., 38 1 et seq., 39 1 et seq.

- abstract assessment 39 13

- access to any IT application processing
personal data 388

- accessibility from branch office 37 28

- activities of companies that are generated by
default 3711

- additional qualifications 37 37

- additional specialists 39 8

- adverse consequences 38 13

— advising the DPO = 3924

- advisory or control obligations 37 42

- ancillary activities 37 11

- appointment of DPO 37 1 et seq., 12, 29

- association(s) 37 31

- attorneys 3827,398

- auditing 3742,3819,391

- auxiliaryarm 3922

- awareness-raising and training of employees
3916

- basic rules on the appointment of DPOs
371

— basictask 391, 4

- big and smart data applications 37 17

- business goals 37 10, 12

- business secrets 38 8

- check policies and procedures (duty to)
3914

- communicate audit findings (duty to) 39 20

- compliance 37 2,8, 15, 40, 38 15 et seq.,
25etseq., 391, 3,8, 11, 14 et seq.,
19 et seq., 27 et seq.

- compliance department 3826

- Compliance Officer 3826

- comprehensive, regular, and systematic
monitoring 37 20

- confident in the assessment of risks 39 27

- confidentiality 37 42, 38 8, 19 et seq.

- confidentiality obligations 37 42,38 8



conflict of interests 37 39, 38 23 et seq.,
26 et seq.

consultation 39 24

contact details 37 1, 44, 39 22

controller or processor 37 2, 6 et seq., 13, 15,
19, 31 et seq., 34, 42, 44, 38 6 et seq., 11,
39 6 et seq., 11, 16, 18 et seq.

cooperate and exchange 38 26

cooperation with supervisory authorities
39 21 et seq.

core activity 37 6, 8 et seq., 22

core task(s) 3911

corporate intranet 37 44

courts acting in the context of their judicial
activity 375

criminal law 38 22

critical data processing 37 12, 14, 19, 39 26

data protection coordinators 37 27,381,
3910, 16

data protection impact assessment 37 32,
39 17 et seq., 20

designation as internal or external DPO
37 40

dismissal 37 23, 30, 41 et seq., 38 14

document/documentation 37 7, 39 13, 20

DPO as contact for data subject 38 18

duty to designate a DPO 37 4 et seq.,
13 et seq., 17, 22, 30, 32

easy accessibility 37 24, 28

employees 37 24, 26 et seq., 32, 38,38 16,
19, 25 et seq., 39 4, 7, 14, 16, 20

employees with certain tasks 38 25

event driven audit(s) 39 12

exception 375,30

exchange with colleagues in expert groups
389

executive management 39 20

existing practice 37 23

expert knowledge 389

extensive, regular, and systematic monitoring
3719

extent and criticality of the data processing
3912

form of designation 37 39

freedom from instructions 38 11

fulfilment of tasks 37 29, 35, 37,385

group of companies 37 1, 23 et seq., 38 7

guidance from the EDPB 395

higher qualification 37 34

higher risk 37 34

highest management level 38 15

impact of the data processing 37 16,38 11

implementation of required measures 39 18

independence 38 10

independence of DPO 381, 10, 27,392

inform (obligation to) 39 10

inform and advise 39 4

integrity 37 35

intended use of data processed 37 18

interaction with the management 396

intermediary 39 23

internal data protection requirements 39 14

Index

internal policies and procedures 38 12

internal/external DPO 371, 4, 29, 31,
38 et seq., 43,389, 16,27,39 3

investigate a data subject’s complaint
(obligation to) 38 18

involvement 382

involvement of DPO 38 2 et seq.

IT infrastructure 38 4

joint Data Protection Officer 37 29, 31

larger staff of employees 37 27

lawfulness 39 10

legal advice 386

legal issues 395

legal requirements 395

liability 39 29

liability of DPO 39 28 et seq.

minimum or maximum duration 37 40

monitoring compliance 39 11

monitoring implementation of DPIA 39 20

mutual trust 373

national data protection law(s) 3729, 32,
38 14, 20 et seq., 39 10

national language 37 25 et seq.

nature and scope of monitoring activity
3912

negligence in advising 37 42

number of data subjects 37 17, 20

opportunity to hold the CEO accountable
3817

organizational structure < 37 29

overview of the IT systems, processes and
data flows 385

period of appointment 37 36

personal integrity 37 35

physically present 37 24

position 38 1

position of DPO 37 30, 38 1 et seq.

present an assessment to the responsible
person 399

primary point of contact 39 21

priorities of DPO 38 11

privileged access to the highest management
level 3815

procurement rules 37 4

professional ethics 37 35

professional qualifications 37 33, 35

professional secrecy 38 19 et seq.

prohibition of disadvantages 38 13

protection against unlawful dismissal 38 14

public authorities 37 2, 4, 29, 37, 40, 38 7,
3915

publish the contact data 37 28

qualification 37 33 et seq., 39, 39 27

quality of data 37 16

quantity of data 3717

recommendations 38 3

recommendations of DPO 38 3

regulated self-regulation 37 3

repeated monitoring 37 21

report to the supervisory authority (duty to)
3923

reporting 38 15
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- resign 3743

- responsibility 393

- responsibility of DPO 39 1, 3, 20, 28

- risk-based approach 376,399

- risk-oriented approach 37 14,38 11,

39 25 et seq.

- risk-oriented assessment of the data
processing activities of a controller or
processor 37 15

- sensitive data 3715

- separate appointment 37 23

- serious deficiencies 39 20

- serious infringement 39 23

- service contract 37 38

- skills, knowledge and qualification 39 27

- smaller authorities or institutions 37 29

- spatial distribution or sensitivity of data
3720

- special categories of personal data 37 22

- special knowledge 37 36

- specialist knowledge 37 36

- sufficient and adequate technology, literature,
travel expenses and premises 38 6

- support 385

- support of DPO 38 5et seq.

- supported by ateam 387

- target-orientated planned procedure 37 21

- tasks of DPO 3729 et seq., 33, 35 et seq.,
40, 45, 38 1 et seq., 5, 7 et seq., 10, 13, 18,
23 et seq., 26, 39 1 et seq.

- technical developments 39 5

- time necessary to fulfil the tasks 385

- time of designation 37 33, 36

- transfer of additional tasks ' 39 3

- translation service 3726

- unannounced check(s) 3912

- valued asset within the company 39 27

- website 3744

- with a sense of proportion 39 25

- without much effort (contact) 37 24

Data protection policies 24 32

Data protection right
- legal bases 638

Data protection risks 25 37

Data protection seals 425

Data protection training/education 24 32

Data quality 168

Data retention

- profiling 586

Data Retention Directive Intro 132

Data security 852,24

Data subject  4(10) 7, 12 et seq., 37 20;
see also Rights of the data subject

- liability 245

- standard contractual clauses (SCC) 46 36

Data subjects in third countries

- Territorial scope 315

Data transfers 42 13
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Data-first approach
- access 3230
- availability 3230

Datasets
- ad hoc sharing 26 41

Date of application 99 1

Deadline
- opinion procedure 64 36 et seq., 45

Decision
- dispute settlement procedure 65 19,
34 et seq.
- opinion procedure 64 12
- supervisory authority, lead 65 35 et seq.

Defaults and dark patterns 25 53
Defaults and data subject choices 25 52
Defence 2319

De-identification 114
- measures 1116

Delegating decisions on non-essential means
4(7) 21

Deletion of the data by the processor 28 46

Deletion, right to 16 4,20 3

Demonstrable accountability 24 8

Demonstrating compliance 11 14,24 1

Departments within a company 4(8) 6

Derogation. 9 11, 21 23, 89 1 et seq.

Derogations from the standards of the GDPR
— power to adopt provisions 88 22
- standard of protection 8823

Design objectives | 5112
Designate a DPO = 37 4
Detriment  4(11) 31
Device fingerprinting 13 4
Diabetics  4(15) 14
Diagnosis 159,16 6
Dietapp 4(15) 14

Digital content 201
Digital estates 156

Diplomatic missions
- Territorial scope 3 58 et seqq.

Direct authority 4(10) 7

Direct identifier 87 6

Direct influence 52 15

Direct marketing  6(1)(f) 9, 35,21 2
Disability 4(15) 4

Disclosure 4(9) 6

- toathird party 4(10) 4
Discretion

- opinion procedure 64 12

- urgency procedure 66 16 et seq.

Discrimination 101

Disease 4(15) 4

Disease risk  4(15) 4

Disproportionate effort 11 3,1529,19 8



Dispute Resolution 40 33

Dispute settlement procedure 65 1 et seq.

- action for annulment 65 38 et seq.

- application 65 14 et seq., 18

- binding nature 65 30

- blocking period 65 31

- consensus principle 65 14 et seq.

- content 6538

- cooperation principle 65 14 et seq.

- data processing, cross-border 65 15

- deadline 64 60, 65 21 et seq.

- decision 65 4a, 8, 19, 25, 34 et seq.

- duty to inform 65 32 et seq.

- EDPB 65 4a, 11 et seq.

- EDSA 6517 et seq.

- form 6461

- format 6533

- hearing, legal 6524

- history 653

- infringement proceeding 65 43

- legal consequence 65 9a et seq., 26, 30

- legal protection 65 38 et seq.

- main establishment 65 15

- majority principle 65 20, 23, 27 et seq.

- Novelty 651

- objection, relevant and reasoned 65 7

- obligation to state reasons 65 24, 30

- one-agency-one-vote 6523

- One-Stop Shop procedure 65 13a et seq.

- opinon procedure 65 17 et seq.

- precondition 65 2a, 4a et seq., 14 et seq.,
21 et seq.

- preliminary ruling procedure 65 42

- procedure 6461, 65 16

- proceeding(s) - 65 20 et seq., 35 et seq.

- purpose 651

- relation to opinion procedures 64 59 et seq.

- supervisory authority, concerned
65 13a et seq., 16, 26

- supervisory authority, lead 656, 11,
13aet seq., 26

- systematic 65 2a

- the public 65 25, 34

- timelimit 65 27 et seq., 31

- transparency 6524

- triangular constellations 65 22

- vote 6527 etseq.

Distinguishing between controller and processor

47) 1

Division of responsibility 26 46

- arrangement 2643

Doctor 14 18,1509, 26, 16 6, 23 27

Documented 28 24

“Do-not-track” standard 12 4

Doping 49 29

DPD

- and EDPB 6453

- employee data protection 88 1 et seq.
- repeal 94 1etseq.

Index

- Representatives of controllers and processors
from third countries 27 2 et seq.

- Territorial scope 35 et seq.

- Transition 995

- transition period 991

- Transitional rule 943

DPIA 3917
- and prior consultation 28 45

Draft decision
- opinion procedure 64 10, 31

Drones  6(1)(f) 41

Drug use 4(15) 13

Due diligence process 13 13

Duties of the members and employees 54 13
Duty of secrecy 90 4

Duty to inform
- dispute settlement procedure 65 32 et seq.
- urgency procedure 66 14, 19

Duty to notify 88 42 et seq.
- the Commission 8527

Duty to provide information 18 23 et seq.

eCommerce Directive Intro 144

EEA states
— Application of the GDPR 3 61
- Territorial scope 361

Eelegated acts 43 1
E-Evidence Regulation 482
Effectiveness 5 14
Electronic communications 90 17,97 13
Electronic form = 28 79
Electronic health records * 20 8
Electronic information exchange
- opinion procedure 64 46
Electronic payments 9 10
Electronic signatures 28 80
Email service providers 4(7) 37
Employee data protection 4(8) 7
- dependence of the employee 88 12 et seq.
- information expectations of employers
88 14
Employees 6(1)(f) 17
- consent 4913
- fundamental rights 88 37
- multinational corporation 49 18
Employer-employee relationship  4(7) 7
Empower the data subject 26 55
Encouragement 4017
Encryption 3226
Enforcement 13 15,14 19,15 31,19 12,20 14,
33 17 et seq., 34 15 et seq., 57 8, 65 17 et seq.
- consistent 64 1,26
- execution 41 24
Entities 4(9) 6
Entry into force 90 24,943,991
- applicable law 99 4
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- law of the Member States 99 6
- legal consequences 99 4

Equal control 26 29
Erasure 182,5, 10 et seq.

Essential and non-essential means 4(7) 20,
26 22 et seq.

Essential content 5 19

Established procedures

- complaints 41 17

- eligibility 4116

Establishment

- Definition 3 16 et seqq.

- Flexible definition by the EC] 317

- Of Representatives of controllers and
processors 27 19

Establishment, exercise or defence 9 59 et seq.
Ethics approval 89 15

Ethics for regulated professions, breaches of
2324

EU Charter of Fundamental Rights 131,141,
151,3,16 2,231, 3, 7 et seq., 10, 12, 22,
85 7 et seq., 18 et seq., 22

EU Ombudsman 86 4

European Administrative Law
- dispute settlement procedure 65 1
- opinion procedure 64 36

European Commission, delegated acts and
implementing acts 1230, 92 1 et seq.,
93 1 et seq.

- action for annulment 92 15,17

- committee to support the Comm 93 1

- duration of the delegation 92 10, 12

- EDPB 933,5

- European primary/secondary law
(consistency with) 924

- examination procedure 93 4 et seq.

- executive nature 925

- exercise of the delegation 92 1 et seq.

- extensive system of revocation and opposition
options 9212

- legislative act 92 3 et seq., 8 et seq.

- legislative powers (of Comm) 923,5

- legislative process 926

- notify the Council and the EP of delegated
acts simultaneously and in a timely and
appropriate manner (duty to) 9215

- objection 92 12etseq., 16

- objectives, content, scope and duration of the
delegation 92 10

- overlap 925

- principle of democracy 92 8 et seq.

- principle of materiality 929,13

- procedure for adopting delegated acts 92 11

- Regulation (EU) No 182/2011 93 1,6

- representatives of the Member States 93 3

- right of opposition 9213, 15

- right of revocation 9213

- subordinated legal acts 92 4
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- supplement or amend certain non-essential
elements of the legislative act 929

- tertiary EUlaw 924

- TFEU 92 3etseq., 8 etseq., 15, 17 et seq.,
931

European Commission, reports 97 1 et seq.

- adequate level of protection 97 6

- application and functioning of Chapter VII of
the GDPR 979

- content 975

- deadline 9711

— EU-US Privacy Shield 97 7 et seq.

- evaluate and review the GDPR 97 5

- proposals to amend the GDPR 97 12

- public (report) 971,5,7

- reporting obligation 97 3, 15

- request information 97 11

European Convention on Human Rights
23 3et seq., 12, 22, 34,33 18, 85 8, 20

European Court of Justice

- action for annulment, dispute settlement
procedure 65 39 et seq.

- infringement proceeding 65 43

- preliminary ruling procedure, dispute
settlement procedure 65 42

European Data Protection Board 68 1 et seq.,
69 1 et seq., 70 1 et seq., 71 1 et seq.,
72 1 etseq., 73 1 et seq., 74 1 et seq.,
75 1 et seq., 76 1 et seq., 86 4
- access to documents (confidentiality) 72 3,
76 3 et seq., 9
- accreditation 64 18
- accreditation of certification bodies 70 8
- action for annulment 70 10, 12
- activities of the SAs 69 3
- advise the Comm 68 4, 70 4
- and EDPB 65 34
- annual report (publication/trabsmission)
709,71 1 et seq.
- Art. 29 WP 682etseq.,704,711,3,
72 1etseq., 731,74 1etseq., 5,76 1 et seq.,
8
- as legal successor of the Art. 29 WP 9413
- balance between the federal government and
the states 68 10
- BDSG 686 et seq.
- binding decision 68 3, 70 2 et seq.,
10 et seq., 71 2 et seq., 72 2 et seq.
- central data protection authority for the EU
681
- certification 708
- certification body 64 18
— Chair 6447 et seq., 65 28 et seq.
- chair (of EDPB) 685,11,696,703,723,
73 1 et seq.
— chair represents EDPB in its external relations
732
- CJEU 692,704,12,711,723,765
- codes of conduct 64 15 et seq.
- collaborate with the aim of ensuring the
consistent application of the GDPR 68 9



collaboration and dialogue between the SAs
709

composition 68 6,72 3

confidentiality 76 1 et seq.

consistent application of the GDPR 68 3, 5,
9,70 2 et seq., 6

contractual clauses 64 20 et seq.

cooperation between the SAs 68 4,70 9

cooperation with supervisory authorities
64 57

Council negotiations 68 1

data protection impact assessment
64 13 et seq.

data protection supervision 69 3,707

deputy 687 et seq., 723,73 1 et seq.

discretion 66 15, 20, 70 2

dispute settlement procedure 65 11 et seq.,
17 et seq.

EDPS 682,11,722,731

election of chair of EDPB (incl. duration)
73 1 et seq.

European data protection standards 70 7

expedient information 68 9

Federal Commissioner for Data Protection
and Freedom of Information 687,
9 et seq.

federal states 68 7, 9 et seq.

guidelines 4(24) 1,69 5,70 2, 6 et seq.,
71 2etseq., 723

head of one SA of each EU Member State
68 6

implement the duties 70 2

independence 65 1,68 2, 69 1 et seq.

joint position 68 9 et seq.

joint representative 68 6 et seq., 9

joint representative of the Federal Republic of
Germany on the EDPB 68 7

justiciable 69 3

legal personality 685,70 11

legal protection 64 42, 65 38 et seq.

legislative process 68 1

Leitlinien 65 4 et seq.

level of data protection in a third country
(adequate) 704

majority principle 65 23, 27 et seq.

material 64 50

non-exhaustive (list of tasks) 701

not bound by instructions 69 1, 70 2

objection, relevant and reasoned 65 7

Offentlichkeit 64 53

opinion procedure 64 1 et seq., 6, 8 et seq.,
23 et seq., 31, 41,47

Opinion upon request 64 23 et seq.

opinions 70 2 et seq., 13,723

powers of SAs 68 1

procedure 72 1 et seq.

proposals for amendments to the GDPR
70 4

public electronic register 70 9

recommendations 702, 6,71 2 et seq., 72 3

re-election 688,732

register 6453

Index

- Regulation (EC) No 1049/2001 of the
European Parliament and of the Council
regarding public access to European
Parliament, Council and Commission
documents 76 9

- reporting obligation 709,71 1etseq., 723

- reports 71 1 et seq.

- representative of the Comm 68 11,72 2

- ressources 641

- role in determining the success of the GDPR
707

- rules of procedure 64 31,72 1 et seq., 73 3,
74 3 etseq., 76 1 et seq., 4, 6, 8

- secretariat 64 50,68 2,723,732,744,
75 1 et seq.

- simple majority (EDPB procedure) 70 3,
72 letseq., 732

- supervisory authority 65 17 et seq.

- tasks (of EDPB) 70 1 et seq.

- TFEU 691,70 10 et seq., 76 4

- the public 65 34

- translation 64 50

- two-thirds majority (EDPB procedure) 722

- urgency procedure 66 18,70 3

European Data Protection Seal 42 3,23

= consistency mechanism 64 18

- opinion procedure 64 18

European Essential Guarantees 23 11

European Research Area (ERA) 89 2

Evaluation

— approval 4038

- opinion 40 38

Ex post right = 2118

Exchange of information ' 57 9

Exemption 5 18,21 10, 30 15 et seq., 90 7, 22

Exemptions

- and derogations for privileged purposes
85 23 et seq.; see also Rights of the data
subject

Exercise habits 4(15) 13

Exercise of official authority 20 11

Expertise of the parties  4(7) 41

Explainability 13 10, 15 19

Explicit arrangement 26 6

Explicit consent 9 40 et seq.

External DPO 37 38,389

External influence 521

External oversight 24 32

Extraordinary termination 53 12

Facial images 4(14) 8

Facial recognition 16 7

Factors indicating processorship ~ 4(7) 32
Factual influence 4(7) 10, 26 21

Fair and transparent processing 5 29 et seq.,
131,7,4023

Fair trial 33 18,34 16
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Fashion ID  4(7) 31, 26 10, 35, 38

Federfiihrende Aufsichtsbehorde

- urgency procedure 66 5

Filing system  4(6) 1 et seq.

- accessible 4(6) 11, 15, 21 et seq., 31

- automated (or non-automated) processing
4(6) 1 et seq., 5,32

- automated filing system  4(6) 4 et seq., 18

- centralised 4(6) 31

- database 4(6) 1,4, 11, 23 et seq., 28,
31 et seq.

- decentralised 4(6) 31, 33

- dispersed on a functional or geographical
basis  4(6) 31

- single filing system  4(6) 31 et seq.

- specific criteria  4(6) 15, 19, 21 et seq.,
24 et seq., 28

- structured (set of personal data)
4(6) 15 et seq., 18 et seq., 21 et seq., 25,
29,31

- systematic records 4(6) 18

Financial independence 52 21

Financial oversight 5213

Financial resources 52 22

Fines 24 48,5820

Finger images 4(14) 8

Fingerprints 4(14) 8

Foreign Intelligence Surveillance Act (FISA)

45 41

Forensic laboratories 10 19

Format
- opinion procedure 64 46

Forseeability 1310, 1417,237

Forum shopping 3 31

Foundations 9 52 et seq.
Fragmentation 40 60

Free flow of non-personal data 201
Free flow of personal data 4(24) 3,51 1

Freedom of expression and information
2013, 85 1 et seq., 19, 21, 25

- academig, artistic and literary purposes
855,17

- academic purposes 854,17

- administrative and commercial activity
8514

- application at national level 859

- blogger 8513

- channel of publication 8513

- chilling effect 8518

- commercial speech 85 14 et seq.

- cross-border situations 85 26

- data security 852,24

- effectiveness 8518

- exemptions and derogations from data
protection 85 23 et seq.

- fundamental rights and freedoms 85 8

- informational self-determination 851

- intermediaries 85 22
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16 14,

Internet communications 85 22

journalistic and other privileged purposes
8511

manual processing 85 6

news archives 85 16

non-journalistic and other expressions 855

- online archives 85 16, 25

online media 85 13,25

political actors 85 21

press libraries 85 16

processing and freedom of expression and
information 85 1 et seq.

processing for journalistic purposes 85 12,
16 et seq.

ranking platforms 85 22

regulated self-regulation 85 10

regulatory measures 859

sanctions 85 23 et seq.

search engine 85 15 et seq., 21 et seq., 25

self-regulation 85 10

underlying legal framework 85 10

Freedom of speech 85 1 et seq.;

see also Freedom of expression and
information

Freely given 4(11) 2,21
Functional independence 528

Functionality creep 87 5

Fundamental rights  Intro 126 et seq.

Fundamental rights and freedoms 23 9 et seq.,

511,851 et seq.

Further processing 5 74, 6 85

compatibility. 6 86
legal basis = 6 87
permission 576

Future health status  4(15) 13

Gait characteristics 4(14) 8
GDPR proposal Intro 152
Genetic data  4(15) 4, 4(14) 1, 4(13) 1 et seq., 4,

9 26 et seq., 34, 84

appearance 4(13) 5

biological sample  4(13) 6 et seq.
genes 4(13) 4 et seq.

genetic characteristics  4(13) 4
genetic information  4(13) 4 et seq.
health 4(13) 1,5

phenotype 4(13) 4

physiology 4(13) 5

skin or hair color 4(13) 5

Geo data 343
Geoblocking 64 28
Glasses or contact lenses  4(15) 5

Glucose metering  4(15) 7
Google Spain  4(7) 28
Grandfathering

data processing according to the DPD 94 5

Granularity 4(11) 29

purposes 26 41



Group of companies  4(8) 6
- DPO 3723

Group of individuals  4(7) 5, 4(8) 5
Group of undertakings 47 4,56 11, 88 34
Guarantees provided by the processor 28 8

Guidelines
- EDPB 4(24) 1,65 4 et seq.

Hair color 4(13) 5
Hand geometry 4(14) 8
Harmonisation 89 19
- opinion procedure 64 1 et seq.
Health care services 4(15) 4
Health data Intro 128, 4(14) 1

alcohol consumptlon 4(15) 13
- allerg1es 4(15) 5
- analysis of urine and blood  4(15) 7
- blood pressure 4(15) 13
- diabetics 4(15) 14
- diet 4(15) 13
- disability 4(15) 4
- disease 4(15) 4
- hereditary or genetic predisposition

4(15) 13

- medical history 4(15) 4
- obesity 4(15) 13
- pulse/heart rate  4(15) 14
- sleep diary 4(15) 14
- smoking and drinking habits 4(15) 5
- Territorial scope 3 48
- weight 4(15) 14
Health professional = 4(15) 4
Health status  4(15) 4
Heart rate monitor 4(15) 14
Hereditary or genetic predisposition  4(15) 13
Historical research 15 29, 16 14, 20 13
Hospital 4(15) 4
Hosting service provider 4(7) 37
Household activity  6(1)(f) 15
Household exemption 204, 855
Human dignity, respect for 23 10
Human resources 52 23

Identifiability 4(1) 23 et seq., 29
Identification 4(14) 4, 4(1) 17, 11 1 et seq.
Identifier 4(1) 23, 87 1 et seq.

- of general application 87 1 et seq.

Identity theft 1226

Imbalance of power 4(11) 24

Immigration control 23 10, 22
Impartiality 439

Implementation 57

Implementing act 40 55 et seq., 43 1, 64 16
Inaccuracy 16 8 et seq.

Incapable 951

Index

Incentives 40 59

legal certainty 40 16

Incompatible occupations 52 20
Independence 4115,521

consistency mechanism 64 2
limitations 522

of SAs 514

supervising authorities 64 24
supervisory authorit 66 16

Independent authority 525

Individual investigations

4(9) 10

Influence of controllership 26 22
Information 5 35, 12 1 et seq., 40 27;

see also Rights of the data subject, Access,

Right of

accessibility (eg. for blind persons)
12 9 et seq.

actual disclosure 14 8

administrative fines 13 15

any relevant further information 13 13

artificial intelligence 13 10

automated decision-making 1310

balance 1412

between supervisory authority 65 14

burden of proof 14 10 et seq.

categories of processed data 144,15 13

children, special needsof 1212

cognitive overload 129

collected from the data subject 13 1 et seq.

collecting data 13 1 et seq., 4, 14 1, 3 et seq.,
17

communication of all information 137

compensate for the lack of transparency
147,16

complaint 138,15

confidentiality 14 18 et seq.

direct data collection 13 1 et seq.

disproportionate effort to provide 14 12,16

duration of storage 15 16

duty to inform 13 2 et seq., 6, 9 et seq., 13

electronic means 12 15

excessive requests for information
12 23 et seq.

exemptions from information obligations
14 10 et seq., 23 1 et seq.

explainability 13 10

form 129

gratuitousness 12 21

icons 129,11, 23 et seq.

impossibility to provide the information
1411,198

indirect data collection 14 1 et seq.

inspection of a file or computer 15 11

intelligibility 12 9 et seq., 13 10

judicial remedy 1315

language 129 et seq.

layered notices 129, 15

legal basis 13 6,9, 13

legal consequences for obtaining and ensuing
processing 14 19

legitimate interests 132, 6
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- length of storage 139

- Like-Button 134

- machine learning 13 10

- meaningful information about the logic
involved 1310, 1519

- means 12 14etseq.

- messenger service 143

- monitoring 134

- name and contact details (of controller) 136

- ofan infringement to the controller 28 60

- oral information 1215

- principles of fair and transparent processing
131

- privacy policy 133,12

- professional secrets 14 18

- publication of data 14 8

- purpose limitation (principle of) 1313

- purpose of processing 13 6, 9 et seq., 13,
149,15 12

- reasonable period 148

- recipient in a third country 14 4

- recipients 136, 13,15 14 et seq.

- refusal to disclose 139

- relevant 6444

- right to be informed about restrictions
2338

- scoring 1311

- seriously impair 14 14 et seq.

- social network 143

- source of the collected data 14 2,7, 15 18,
197

- sufficient information about the processing
1417

- time 12 18etseq., 148

- undue delay 1219

- whistleblower 147,15

Informational self-determination, right to
12 1 et seq.

Informed 4(11) 2, 43

Infringement 11 20, 89 23,90 9
- enforcement 4122
- execution 4122

Infringement procedure 90 24
- dispute settlement procedure 65 43
- opinion procedure 64 63

Initial purpose

- collection context 573

Inspections 28 54

Instructions of the controller 2826,29 1,4
Insurance secrets 94

Integrity and confidentiality
- system data protection 5 132

Intellectual property 13 10, 20 12, 23 29
Intelligibility 129,13 10,23 32,346
Interconnectivity 208

Interim measures
- urgent procedure 66 4 et seq., 9 et seq.

Interim remedies
- urgent procedure 66 21

1186

Intermediaries 85 22
Internal DPO 37 38,389
Internal provisions

consistency mechanism 64 22

International cooperation for the protection of

personal data 50 1 et seq.
CoE 506,10

- considerable room for manoeuvre 50 1

engagement of relevant stakeholders 50 7

facilitate international mutual assistance
503

Global Privacy Assembly (GPA) 50 8

International Conference of Data Protection
and Privacy Commissioners (IDPPC)
508

international cooperation on data protection
matters 509

international organisations 501, 3,6

large number of mechanisms 50 7

legal protection in cases with an international
context 502

mutual assistance 50 3,7

national SAs 501

obligation to cooperate 50 1

OECD 504

promotion of the exchange and
documentation 507

third countries 50 1,7

United Nations 504 et seq.

International Covenant on Civil and Political

Rights ~Intro 122

International data flows 44 4 et seq.

Important reason of public interest 49 25
international treaties 44 23 et seq.
judicial proceedings 49 33
LED 443
necessity 497
pre-contractual measures 49 20
public registers 49 41 et seq.
third-party beneficiary contracts
49 21 et seq.

International organisation 4(26) 1 et seq.

association of two or more subjects of
international law based on an international
treaty in the field of international law to
pursue a common purpose with at least one
effective institution  4(26) 2

effective data protection 4(26) 1

effective institution 4(26) 2, 5

intergovernmental organisation  4(26) 3, 7

international law treaty 4(26) 4

international legal subjects  4(26) 6

Internet age 4(26) 1

not necessarily have a solid institutional
structure  4(26) 7

not necessarily subject to international law
4(26) 7

organisational units that can be allocated to
the international organisation as a legal
entity 4(26) 5



- purpose that is fundamentally compatible
with international law  4(26) 4

- states and other subjects of international law
4(26) 3

International treaties

- transfers to third countries 44 23 et seq.

Internet archives 85 25

Internet communications 85 22

Internet publications

- transfer to third countries 44 18 et seq.

Interoperability 201, 8

Interpretation 517

Intervention and control by the data subject

162

Investigation and examination 57 10

Investigative powers 3013,58 1, 5,90 8

IP addresses 6(1)(f) 32

IQ 4(15)5

Iris

- images of 4(14) 8

ISO 9000

- 2015 2857

Issuing certifications 58 28

Japan

- transfersto (454

Jehova’s Witnesses case  4(7) 30

JHA Directive

- application 991

- continued applicability 94 1

- continued applicability of JHA Framework
Decision 1 941

- entry into force 99 1

- Territorial scope 38

Joint controllers 26 1 et seq., 10 et seq., 24, 28,
35et seq., 38, 41
allocate responsibilities 26 5, 14, 20 et seq.,
39,45
- arrangement 26 1, 6 et seq., 13, 16,
18 et seq., 26, 39, 44, 46, 48 et seq.,
51 et seq., 55 et seq.
- common decision 26 25, 30 et seq.
- concept of joint controllership 269, 11, 39
- consequences of joint controllership
26 43 et seq.
- content of the arrangement 26 49 et seq.
- continued responsibility 26 56 et seq.
- converging decisions 26 25, 33 et seq.

- cooperation between controllers without joint

control 26 42

- degrees of joint control 26 37 et seq.

- determining influence of controllership
2622

- division of responsibility through an
arrangement 26 43 et seq.

- empower the data subject 26 55

- equal control 2629

- essence of arrangement 26 6, 13, 18,
51 et seq.

Index

essential means 26 22 et seq., 36, 40 et seq.
existence of joint controllership 26 20 et seq.
explicit arrangement 26 6
factual influence 26 21, 23 et seq.
fully and jointly responsible 26 46
granularity of purposes 26 41
joint determination of purposes and means
26 25
joint responsibility and liability 26 55 et seq.
jointly and severally liable 26 8, 18
negative conflict of competence 26 3, 5, 45
pluralistic control 26 3
purposes 26 27
research consortium 26 41
separate controllers 26 40, 42
situations that are not joint controllerships
26 40 et seq.
written and binding instrument 26 48

Joint controllership  4(7) 9, 24 16, 56 10

concept 269

consequences 2643

degrees 2637

existence 26 20

situations 26 40

through common decisions 26 30
through converging decisions 26 33

Joint data protection officer 37 29

Joint determination

purposes and means 2625

Joint economic activity 47 4

Joint responsibility and liability 26 8, 55 et seq.

Journalistic purposes

1529,16 14,1911, 85 5,
11 et seq.
blogger 8513

personalized news service 1519, 85 15

Judicial independence 23 23
Judicial review 23 10, 52 13

Kohirenzverfahren

majority principle 64 31

Law firm 4(7) 34
Lawfulness 522,62,12, 14

concept 611

Lawfulness of processing 6 1 et seq.

accountability 6 18, 55, 71 et seq.

analytics 691

Artificial Intelligence (AI) 624,91

authoritative sources of law 6 48, 80

balance (or balancing) 6 26, 29, 31, 33, 38,
51 et seq., 56 et seq., 59, 63, 69, 71 et seq.,
74, 84, 87 et seq., 90

Big Data 622,24, 38,91

burden of proof 618

change of grounds 18 12

children’s interests 6 74

compatibility 6 86 et seq.

competence 6 75 et seq.

compliance with a legal obligation 62, 6, 41
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Lawyer

consent 62,5, 8etseq., 12, 15, 17 et seq., 33,
38, 43, 45, 53, 63, 67, 89 et seq.

contract 62,9, 23, 26 et seq., 30, 32 et seq.,
47, 53, 59, 65, 80, 86, 88

further processing 6 5, 33, 66, 85 et seq., 90

lawfulness 6 6, 11 et seq., 18, 20, 83

legal base (or basis) 6 1 et seq., 25 et seq.,
30 et seq., 33 et seq., 38 et seq., 41 et seq.,
47, 53 et seq., 58, 63, 65 et seq., 71, 73,
79 et seq., 85 et seq.

legitimate interests 6 17, 25 et seq., 28, 30,
51 et seq., 57, 59, 61 et seq., 67, 69, 78, 88,
90

machine Learning 6 38

national laws 6 7, 15 et seq., 59, 75 et seq., 83

necessity 62,9, 20, 25, 33, 35, 49 et seq., 57,
67 et seq., 79, 86, 88

pandemic 644

performance of a task carried out in the
public interest or in the exercise of official
authority vested in the controller 6 44,
46 et seq., 82

precontractual phase 6 39 et seq.

privacy 67,20 et seq., 37, 56, 59, 62, 73, 84

processing in the public sector 6 47

proportionality 6 8, 20, 42, 53, 57, 67, 84

public interest 6 2 et seq., 5, 31, 44,
46 et seq., 53, 75, 78 et seq., 84

public sector 6 47, 78, 84

purpose of the processing - 6 68, 82

reasonable expectations (and reasonable
expectations of privacy) 652,73

regulatory competence for Member States
675 et seq.

Risk assessment 6 62

Special categories of data (sensitive data)
611, 16 et seq., 45, 77, 90

Two side markets 6 29

vital interests 6 2, 43 et seq., 53

1418

Representatives of controllers and processors
from third countries 2712

Layering 4(11) 47
Lead supervisory authority ~4(24) 1 et seq., 56 1

competence 65 13a et seq.

decision 65 35 et seq.

decision EDPB 65 34 et seq.

decision-making power consistency
mechanism 65 11

dispute settlement procedure 65 6,
13aet seq., 26

legal protection 65 38

Not for controllers and processors from third
countries 3 57,2722

LED

adequacy decision 45 2
Transfer to third country 443

Legal and financial consequences 32 38
Legal basis 6 1etseq., 9,219
- continuity legal basis 94 5 et seq.

national law 6 75
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Legal certainty 5 16,40 61

Legal claim 9 59 et seq.

Legal hearing

- consistency mechanism 64 51

- dispute settlement procedure 65 24

Legal incapability 9 51

4(1) 14

Legal protection

- consistency mechanism 64 42

- decision supervisory authority 64 7

- dispute settlement procedure 65 38 et seq.
- EDPB 6442, 65 38 et seq.

- opinion procedure 647,42, 63

- supervisory authority, lead 65 38

Legal persons

Legal regulation
- ofsecrets 92

Legal requirements
Legality 67
Legislative history Intro 146 et seqq.

526 et seq.

Legislative procedure Intro 146 et seqq.

- role of EP Intro 154 et seq.

- trilouge Intro 158

Legitimate interest 4(10) 1, 6 25, 51, 13 6,
1911, 215,40 24

- concept 658

- economic rights 6 63

- of third person 6 64

— processors 6 65

Legitimate purpose 5 59, 70

Length of time for which data will be stored
139

Letterbox corporation

- Territorial scope 317

Level of abstraction 5 148

Liability of the sub-processor 28 70

Liability towards the data subject 24 49

Like button 13 4

Limiting effect 552

Limits of more specific national data protection
88 28 et seq.

Limits on consent  4(11) 9

Lindqvist judgement 3 19, 44 18 et seq.

List of tasks 39 2

List of technical and operational measures
24 30

Literary purposes 1529,19 11, 8517

Living document 30 7

“Lock-in” effect 201

Logic involved
about

see meaningful information

Machine learning 6 38,13 10
Machine readability 20 7 et seq.
Mail marketing  4(7) 39



Main establishment 56 6
- consistency mechanism 65 15
- dispute settlement procedure 65 15

Main establishment of controller and processor
4(16) 1 et seq.

- central administration in the Union
4(16) 7 et seq., 10,13

- change of the main establishment  4(16) 15

- cross-border processing  4(16) 1, 16 et seq.,
20 et seq.

- establishments in more than one Member
State  4(16) 4 et seq., 7 et seq., 15

- group of undertakings 4(16) 2, 16

- interaction of a controller and a processor
4(16) 2, 17 et seq.

- joint controllers 4(16) 2, 19

- lack of a central administration in the Union
4(16) 20 et seq.

- lead supervisory authority 4(16) 1, 15, 17,
20 et seq.

- main establishment in the case of a controller
4(16) 10 et seq.

- main establishment in the case of a processor
4(16) 13 et seq.

- main processing activities 4(16) 13 et seq.

- one-stop-shop 4(16) 1

- purposes and means of the processing
4(16) 8, 10 et seq., 13, 16

- specific obligations 4(16) 13 et seq.

Majority principle

- consistency mechanism - 64 31

- dispute settlement procedure 65 20, 23,
27 et seq.

- EDPB 65 23, 27 et seq.

- opinion procedure 64 39 et seq:

- urgency procedure 66 18

Manual processing 856

Market place principle 3 3 et seq., 32 et seqq.

- Cloud computing 3 46

- Competent supervisory authority 357

- controller 3 54 et seq.

- Delimitation to the principle of establishment
3 22 et seqq., 36 et seq.

- Field staff 343

— Invitatio ad offerendum 3 42, 44

- Irrelevance of the location of processing
338

- Legitimation under international law 3 33

- Mobile stalls or trade fair stands 3 43

- Monitoring of behaviour within the Union
3 47 et seqq.

- Offering of goods and services in the Union
340

- Offers without payment 3 41

- processor 3 54 et seq.

- Representatives of controllers and processors
from third countries 3 57

Websites 3 45

Market research agency 4(7) 38
Marketing  6(1)(f) 1

Index

Material scope 21 et seq.
automated assistance 2 25
- automated data processing 88 19
- automated means 2 23 et seq., 33, 41
- automated processing 29, 25, 55
- competent authority/ies 2 70, 74 et seq.
- Convention 108 27 et seq., 21, 52, 55, 85
- course of an activity 2 49 et seq.
- cross-border 21,18
- data portability 223,45
- Digital Single Market 2 46, 90
- Directive 2000/31/EC 292
- electronic commerce 290 et seq.
- ePrivacy Regulation 24, 91,99 et seq.
- EU organisations 2 86 et seq.
- exemptions 21,15, 33, 47 et seq., 65, 69, 82,
85
- filing system 2 15, 26, 32 et seq., 85
- intermediary service providers 2 95,
98 et seq.
- internet service providers 2 96 et seq.
- judicial authority/ies 2 77 et seq.
- LED 24etseq.,9, 14 et seq., 68 et seq., 84,
86, 90
- manual processing 2 11, 23, 31, 36,
40 et seq., 85
~ online activity/ies 2 60 et seq., 65 et seq.
- personal or household (activity) 2 56, 58, 60,
67
— Regulation (EC) No 45/2001 2 15, 86, 89
— risk of circumvention 2 39 et seq.
— social network 260, 63 et seq.
- techniques used 2 39 et seq.
- technologically neutral . 2 39 et seq.
- TEU 215,53
- TFEU 24etseq., 48,53
- verification (process) 21,7,18
- wholly or partly 221 et seq.
Matters of general application
- examples 6428
- opinion procedure 64 25 et seq.

Media 85 1et seq.

- administrative and commercial activities
85 14

- media archives 85 16, 25

- media privilege 8511, 18

Medical data  4(15) 5

Medical device 4(15) 4

Medical history  4(15) 4

Medical record 166, 11

Mergers and acquisitions 13 13

Messenger service 143

Micro, small and medium-sized enterprises
30 15 et seq.

Microsoft Ireland v. US 48 6
Minimisation of data 25 46
Minimisation of processing 25 47
Minimisation of storage 25 48
Minimising access 25 49
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Misinformation 161

Mobility related applications 10 9
Money laundering 90 6
Monitoring 57 8,895
Monitoring bodies 40 36,41 7

Monitoring, inspection or regulatory functions
2325

Monitoring mechanisms 40 37

Monitoring responsibility 41 2, 8 et seq.
Monitoring systems 88 38 et seq.

Moving 4(14) 8

Multiple controllers 4(11) 49

Multiple processors 4(8) 8

Municipial authorities  4(7) 33

Mutual legal assistance treaties 48 2,9, 49 30

National accreditation body 43 2
National derogations 90 11
National Identification Number (NIN)
87 1 et seq.
National law specifications 90 12
National margin of appreciation 90 13
National security laws 23 15 et seq.
- divergences 32 6 et seq.
Natural or legal person  4(10) 6, 4(9) 5
Natural or legal person, public authority, agency
or other body 4(7) 3, 4(8) 5
Necessity 549, 93,6 67,90 19
- in public interest or in exercise of official
authority 649
Negative list
- opinion procedure 64 14
Nemo tenetur se ipsum accusare 31 12, 33 18,
3416
Network and information security 322
New accountability 24 8
Non-acting supervisory authorities
- urgency procedure 66 17
Non-disclosure agreement 28 30
Not-for-profit bodies 9 52 et seq.
Notice of an infringement 58 9
Notification about rectification, erasure and
restriction of processing 19 1 et seq.
- administrative sanctions 19 12
- archiving purposes 19 11
- data protection management system 195
- direct disclosure 19 4 et seq.
- DPD 192,9
- exemptions 1911
- inform the data subject (duty to) 191,9,
11 et seq.
- LED 193
- legitimate interests (of the data subject)
1911
- notification impossible or involving
disproportionate efforts 19 8 et seq.

1190

- notification in advance 195

- notify recipients (duty to) 191,5, 12
- publication of data 194, 8

- regulatory gap 197

- request (of the data subject) 191, 5, 10
- Streisand effect 1911

- without undue delay 195

Notification to the Commission 51 25
Notify 9023

Obesity 4(15) 13

Objection

- merits 4(24) 3

- reasoned 4(24)5

- relevant 4(24) 4

- relevant and reasoned 4(24) 1 et seq., 65 7

- supervisory authority 4(24) 2 et seq.

Objective or relative identifiability 11 8

Obligation of non disclosure 90 5

Obligation of the processor to immediately
inform the controller 29 4

Obligation to inform

- opinion procedure 64 43 et seq.

- processor 64 44

= responsible 64 44

Obligation to state reasons

- urgency procedure 66 15

Obligations of secrecy 90 1

OECD Guidelines governing the protection of
privacy and transborder flows of personal data
153

Offences ' 10 2 et seq.

Official documents - 86 1 et seq.

- access 861,4etseq., 13

- balance between data protection and freedom

of information 86 3

- EDPS 86 4etseq.

- EU Ombudsman 86 4

- official documents 86 1 et seq., 4 et seq., 8,

11

- publicdata 861

- re-use of public sector information 867, 12

- transparency 86 3etseq., 11

Ombudspersons 14 15

One-agency-one-vote

- opinion procedure 64 39

One-member-one-vote 64 39 et seq.

One-stop shop 552,561

One-Stop Shop procedure
- dispute settlement procedure 65 13a et seq.

Online archives 85 16, 25
Online media 8513

Onward transfers 44 27 et seq., 45 12
- Standard contractual clauses (SCC) 46 35

Opening clause 58 34

Opening clauses
- Territorial scope 39 et seqq., 29



Opinion procedure 16 10, 64 1 et seq.
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accreditation 64 18
Administrative Law, European 64 36
administrative procedure, staged 64 1
Art. 288 para. 5TFEU 646
Art. 29 Group 643
binding 64 13
Binding Corporate Rules 64 22
binding decision 64 12, 23, 33 et seq.
binding legal force 64 6
binding supervisory authority 64 6 et seq.
blocking period 64 54
certification body 64 18
codes of conduct 64 15 et seq.
Comm 644,16
competent authority 64 4
competent supervisory authority 64 10
competition 64 14, 20 et seq., 25
compulsory 64 8 et seq.
consistency mechanism 64 1 et seq., 8
Content 641
contractual clauses 64 20 et seq.
data processing, cross-border 64 5
data protection impact assessment

64 13 et seq.
data protection seal, EU/European 64 18
deadline 64 36 et seq., 45, 57
decision 64 10
dispute settlement procedure 65 17 et seq.
draft decision 64 31, 54
draft resolution/of decision 64 10
EDPB 64 8 et seq., 41,47
effect, de facto * 64 6
effect, legal 646
effect, procedural 64 7
enforcement 65 17 et seq.
form 6457
format 64 46
Grenzen 64 32
Harmonisation 64 1 et seq.
hearing, legal 64 51
history 64 4
independence supervisory authorities 64 2
information exchange, electronic 64 46
information, relevant 64 44
legal consequence 64 12, 16 et seq.,

33 et seq., 38, 55 et seq., 59, 65 17 et seq.
legal force 64 34 et seq.
legal protection 64 7, 42, 63
Lis pendens 64 34 et seq.
majority principle 64 31, 39 et seq.
Mandatory 641
matters of general application 64 25 et seqq.
obligation to inform 64 43 et seq.
one-agency-one-vote 64 39 et seq.

opinion, unterlassene Einholung 64 7 et seq.

participation of third parties 64 51
positive list 64 14

preclusion 64 60

precondition 64 9 et seq., 33 et seq., 41

presumptive examples 64 26
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- procedure 64 16, 31 et seq., 50, 52

- proceeding 64 11, 56 et seq.

- purposes 641,6,8

- reinterpretation 64 10

- relation to dispute settlement procedures
64 59 et seq.

- request 641,23 etseq.

- requirements 64 23 et seq.

- scope 6432

- scope of application 64 5,9

- softlaw 646

- standard contractual clauses

- Structure 641

- supervising authority 64 52
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- Systematic 641

- the public 64 51,53

- Timelimit 6431

- transparency 6457
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- urgency procedure 66 15

Organisational independence 52 10
25 24, 28 et seq.,

6419

64 54

64 37

Organisational measures
3227
- effectiveness review 32 31

Outsourcing 49 23
Over-accuracy 168

Overriding defaults 2550

Palm print  4(14) 8

Pandemia 644

Paper files 154

Particular inquiry  4(9) 9

Passenger name records 45 31

14 18,159, 26,16 6,23 27,33 7
Patient support group 4(15) 5

Penalties 909

Performance
- in public interest or in exercise of official
authority 646
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Patient

2557

Performance of a contract
- Backups 4916
- centralization 49 17

- employment contract 4917

- international data flows 49 15 et seq.
- marketing 49 16

- outsourcing 4917

- PNR 4916

- third country transfer 49 15 et seq.

Permissibility 5 23 et seq.
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Personal data 9 24, 37 22
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anonymous data  4(1) 2,5

Big Data  4(1) 25, 28

encrypted data  4(1) 7

evaluative information 4(1) 10

format of information 4(1) 12

identifiability 4(1) 23 et seq., 26 et seq.

identification 4(1) 1, 5 et seq., 17 et seq.

identifier(s) 4(1) 6 et seq., 11, 20, 23

legal person  4(1) 14

natural person 4(1) 1 et seq., 5, 9 et seq., 28

non-personal data  4(1) 2,17, 28

privacy 4(1) 1,4

relating to criminal convictions and offences
or related security measures 10 1

security 321

third party/ies 4(1) 3, 7, 10, 24, 27
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rsonal data breach  4(12) 1 et seq., 23 6,

33 1 etseq., 34 1 et seq., 58 16

accidental breach  4(12) 7 et seq.

accountability 336, 14, 16

administrative sanctions 33 17 et seq.,
34 15 et seq.

alteration 4(12) 7,344
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appropriate technological protection
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availability 4(12)1,7,344

awareness 33 4

back-up 4(12) 7

bank and credit card data 34 4

becoming aware of 2843
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communication to the data subject 33 8,
13 et seq., 34 1 et seq.

competent authority 33 5
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confidentiality 4(12) 1 et seq., 33 9 et seq.,
16,34 4, 10

confidentiality breach  4(12) 1,34 4

controllers 33 5 et seq., 10 et seq., 15, 17,
34 4 et seq.

coordinated approach 33 11

cross-border breach 33 10

daily press 3413

data breach response plan 33 11

data exfiltration attack 4(12) 1

data protection officer 335, 13

definition 4(12) 1 et seq.

destruction 4(12) 1,7,344
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data subject 342, 12 et seq.

documentation 33 16

encryption 4(12) 5,33 8,34 10

enforcement 331, 10, 17 et seq.,
34 15 et seq.

exemptions 33 10,349

fair trial 33 18

form of the notification 33 13 et seq.
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inform the data subject (duty to) 343,9,12
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insider attack 4(12) 4

integrity 4(12) 2,33 16
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joint controllers 335,345
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LED 342
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notification 33 letseq.,341,3
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powers of the supervisory authority 34 14
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pseudonymisation 339, 34 10
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scale of special categories of data, or
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systematic monitoring of a publicly accessible
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time limit 33 3, 11 et seq., 34 8
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transborder breaches see cross-border
breaches
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Personalization
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- Application Programming Interfaces 209
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2013
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- interoperable format 208
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- LED 202
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- new provider 20 4 et seq., 8, 10

- offline-media 208
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20 2 et seq., 7 et seq., 12

- restriction of processing 20 4
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- rights and freedoms of others 205,
12 et seq.
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- social media 20 1 et seq., 5, 8 et seq.

- social network(s) 202,10, 12
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technically feasible 209

- tradesecret 2012
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8 et seq.

- without technical or legal hindrance 208
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- opinion procedure 64 14
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Practical concordance 525
Pre-contractual measures 49 20
Precontractual phase 6 39

Preliminary ruling procedure
- dispute settlement procedure 65 42

Press libraries 85 16
Pre-trial discovery 48 4, 49 34, 38
Preventive or occupational medicine 9 68

Principle of accountability ~ 4(7) 25, 24 2

- debate 2438
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- Controller 324 et seqq.

- Definition of establishment 3 16 et seqq.
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3 22 et seqq., 36 et seq.

- GDPR 313etseqq.
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321

— Limited transferability of the CJEU-
jurisdiction 3 22 et seqq.

— Problems of competence 3 30
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3 20 et seqq.

- Processor = 324 et seqq.

Principle of scalability ~ 24 34
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- urgency procedure 66 13
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data) 5 1etseq.

access (right to) 51,5, 33 et seq., 36, 65,

101, 135

- accountability (principle of) 5 63,137, 146

- accuracy (principle of) 51,12, 18,49, 54,
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117 et seq., 148
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5107 et seq.
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52, 60, 89 et seq., 105
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- basic principles 57,11, 13

- BigData 521,28, 43,68, 80, 88,99, 102,
120, 125, 129, 131, 150
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- change of purpose 575,78, 80, 82
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data protection (rightto) 51,3, 11,
22 et seq., 47, 49, 89, 95, 133

data protection by design and by default
537,95,97,139, 147
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139
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directly binding law 5 14

DPD 55, 14,79 et seq.

DPIA (data protection impact assessment)
5140, 143

ECHR 53
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exceptions 518,116, 141

explicit purpose 5 45, 50, 53, 56, 64,
67 et seq., 70

fairness (principle of) 51, 12, 16, 31, 78, 148

fundamental right(s) 51,9, 11, 18 et seq.,
22, 24 et seq., 34, 39, 46 et seq., 49, 52, 73,
89, 95 et seq., 102, 110, 122, 133, 149 et seq.
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122,124
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71,75,77,79, 83
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information) 5 30, 34 et seq., 40 et seq.,
44, 54 et seq., 58, 73, 78,127
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136, 146, 150

infringement 5 24 et seq., 49, 54, 89, 93,
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intervenability ~ 5135

lawfulness (principle of) 51, 12, 16, 22,
25 et seq., 28, 136, 148

legal certainty 5 16, 55

legitimacy 559,70

legitimate purpose 559,70

legitimisation 5 24, 32
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purpose) 5 60, 89 et seq., 93 et seq., 98,
105, 109

memory assistance 5 105, 130

minimisation (principle of data
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109, 136, 148
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121 et seq., 148

objective limits 5 44

objectives 59, 11 et seq., 132
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143 et seq.
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575,79,81, 116, 128
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49, 62, 89, 121 et seq., 124, 128 et seq., 136,
148
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supervision (data protection) 5 20, 31
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136
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33 et seq., 37 et seq., 46, 48, 58,78, 117, 148

trust 531,48, 73,75, 142

unlinkability 5135
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highrisk 361, 6,9 et seq., 14, 24
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obligation to inform 36 23
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risk-based approach 36 2,7
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timetable 36 24
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254

Privacy by design 25 2 et seq., 10, 32

Privacy by design and by default

data protection rights 25 31

security 40 30



Privacy policy 1210, 13 12
Privacy Shield 45 39

ombudsperson 45 42
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Proactive and reactive notification 1117
Processing 58,1015

determination by Union or Member State law
4(7) 26
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means 4(7) 14
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purpose 4(7) 14,6 82
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88 1 et seq.

collective agreement(s) 88 1, 6 et seq., 10,
24, 26 et seq., 32, 37, 41 et seq.

declaratory effect 88 29

derogations (or derogating) 88 22, 32

duty of compensation 88 33

duty to notify 881, 9, 42 et seq.

employment contract 888, 16, 20

group data protection officer 88 37

group of undertakings 889, 28, 34 et seq.

groups of enterprises engaged in a joint
economic activity 88 34, 36

human dignity, legitimate interests and
fundamental rights 88 28

human resource allocation 88 14

Interinstitutional Negotiations 88 11

joint economic activity 88 28, 34, 36 et seq.

Justice and Home Affairs Council 88 10

monitoring systems at the workplace 88 20,
38

national rules -~ 882, 6, 21, 23 et seq., 26, 28,
31 et seq., 37, 40, 43 et seq.

notification 88 6, 25, 42 et seq.

primacy of Union law 88 41

proportionality 88 8, 30

public authority/ies 88 15

recruitment 88 17, 20, 40

representatives 88 26 et seq., 37, 39

safeguards 88 1,6

sanctions 888, 39, 41

self-employed worker(s) 88 18

sources of law 88 24

subsequent amendments 88 44

suitable and specific measures 88 28, 31,
33 et seq., 37 et seq.

transparency 88 28, 31 et seq., 41

Processing of personal data  4(2) 1 et seq., 15 8

automated means 4(2) 32

collection (of personal data) 4(2) 3,6, 8,
16 et seq., 31, 35, 37

disclosure (of personal data) by transmission
4(2) 21

dissemination (of personal data) 4(2) 17

erasure or destruction (of personal data)
4(2) 37

filing system  4(2) 4, 6, 28 et seq.

means of the processing  4(2) 32 et seq.
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- organisation (of personal data) 4(2) 16, 21,
35,38

- processing operation  4(2) 4, 7, 10, 20 et seq.,
31, 34 et seq.

- recording (of personal data) 4(2) 16, 37

- restriction (of personal data) 4(2) 10, 38

- retrieval (of personal data) 4(2) 31

- setof operations 4(2) 16, 21, 24 et seq.

- sets of personal data  4(2) 10 et seq., 24, 26,
30 et seq.

- structuring (of personal data)
4(2) 10 et seq., 16, 21, 38

Processing of personal data relating to criminal

convictions and offences 10 1 et seq.

- anti-money laundering 1011, 19

- authorised by Union or Member State law
(processing) 109, 15,19

- background checks 1019

- comprehensive register 101,22

- connected vehicles and mobility related
applications 109

- criminal convictions and offences
10 1 et seq., 5 et seq., 10 et seq.

- criminal records 107

- discrimination 101

<~ forensic laboratories 1011, 19

- registers of criminal convictions 10 2, 21

- security measures 101 et seq., 9 et seq., 19

— under the control of an official authority
(processing) 109,15

Processing of the national identification number
87 1 et seq.
- defacto NIN 875
— direct identifiers 876
- functionality creep 87 5
- identifiers of general application
87 1 et seq., 5 et seq.
- safeguards 87 9 et seq.
- sensitive data 872,6
- single unique global identifiers 87 3

Processing under the authority of the controller
or processor 29 1 et seq.

- access to the personal data 29 11

- anti-money laundering 29 12

- confidentiality 292, 9 et seq.

- employees of the controller or the processor
291

- instructions of the controller 29 1, 4 et seq.

- obligation of the processor to immediately
inform the controller 29 4

- person acting under the authority of the
controller or the processor 29 1, 8 et seq.

- sub-processor(s) 291,38, 12

- whistleblowing 29 12

Processing which does not require identification

11 1 et seq.

- ability to demonstrate 11 14

- data minimisation 111,5, 13,19

- disproportionate effort 113, 8

- documentation of internal policies 11 15

- documentation of measures 11 16
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infringement 11 20

not in a position to identify the data subject
112,9,11, 14 et seq., 19

not require the identification of a data subject
115

notification (proactive; reactive)
11 17 et seq.

objective or relative identifiability
11 8 et seq.

risk reduction 111

spectrum of de-identification 11 4

sufficient additional data 119

4(10) 7,4(8) 1 et seq., 6, 28 1 et seq.,

82

acting on behalf of the controller
2843

activity of the processor 4(8) 2

actual processing activities 4(8) 9

another processor  4(8) 8, 28 3, 34, 63 et seq.,
72,85

appointment of processors 28 8

assistance (to the controller) 28 35 et seq.,
76

audit(s) 2810, 12, 54 et seq.

becomes aware of the breach 28 43

call center 4(8) 9

certification mechanism(s) 28 11 et seq.,
72 et seq.

cloud service provider 4(8) 9, 28 50, 64

codes of conduct 28 6, 72 et seq.

company providing general IT support
4(8)9

confidentiality 28 29 et seq.

contract or other legal act ' 4(8) 5,28 16, 19,
22 et seq., 29, 33'et seq., 42, 46, 54, 66, 68,
73 et seq., 78, 81

controller 4(8) 1 et seq., 5, 7 et seq.,
28 1 et seq., 4 et seq., 10, 12, 15 et seq.,
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4etseq., 19, 23,47

data breach 4(8) 12, 28 11, 40, 43, 76

data processing agreements 28 20 et seq., 50,
59 et seq.

deletion (of personal data) 28 46 et seq.

departments within a company 4(8) 6

documented instruction(s) 28 2, 23 et seq.,
57,76

DPIA 2840, 45

electronic form 28 19 et seq., 68, 79 et seq.

electronic signature(s) 28 80 et seq.

employees of the data controller 4(8) 7

general authorization 28 15,17, 34,76

group of companies 4(8) 6,28 14

group of individuals  4(8) 5

guarantees provided by the processor
28 8 et seq., 12

in writing 28 5, 19 et seq., 68, 79 et seq.

information of an infringement to the
controller 28 60 et seq.

inspection(s) 28 10, 54 et seq.

4(8) 1,
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- instructions by the controller
50, 61, 76, 83

- 1SO9000:2015 2857

- Liability 2870 et seq.

- located in third country 44 13

- multiple processors 4(8) 8
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agency or other body 4(8) 5 et seq.

- non-disclosure agreement 28 30

- notify (obligation to) 28 43, 83

- prior consultation 28 40, 45
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28 82 et seq.

- return (of personal data) 28 46 et seq., 76

- risk assessment 28 10 et seq., 72

- separate entity 4(8) 6, 11

- service/works contracts 28 61

- specific authorization 28 15 et seq., 18
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- sub-processing 4(8) 8,28 3, 6, 34, 63, 67
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Profile management system = 12 16
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4(4) 9 et seq.
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- processing of personal data  4(4) 3 et seq.
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from third countries 27 15

- risk-based approach 4(4) 11

- Territorial scope 3 47 et seqq.
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- staple measure 2445

Proportionality 595, 6 8, 67, 84,23 13,90 19
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23 26 et seq.

Provision of information 586

Proxy consent  4(11) 41

Pseudonymisation 4(5) 1 et seq., 11 10,12 17,
13 10, 23 37, 32 21 et seq., 89 15

- additional information 4(5) 6, 8, 14
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- technical and organisational measures
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Public data 861
Public health 973 et seq.
Public interest ~4(11) 11, 6 84,9 65,14 13,
1529,2011,233
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Public sector
- national rules 678
Public security 23 20
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Purpose 4(7) 16, 5 50 et seq.
Purpose limitation 5 45 et seq., 71,13 13,149,
4510
- Standard contractual clauses (SCC) 46 34
- transfer 572
Purpose ofprocessing 136,149,1512,23 32
Purpose specification 5 47, 53 et seq., 68 et seq.,
94
- transparency 558

QR-code 134
Qualifications 53 10,54 9
Quality of data 37 16
Quantity of data 37 17

Racial or ethnic origin 9 18
Ranking platforms 85 22
Re-appointment 54 12
Reasonable expectation 673

Index

Receive and transmit data, right to 20 3 et seq.
Recipients 4(9) 1etseq., 13 6,144,
15 14 et seq., 16 4, 19 3, 19 et seq.

- acting under the authority of the controller or
processor 4(9) 6

- disclosed (data) 4(9) 1etseq., 6,9, 12

- individual investigation 4(9) 10

- natural or legal person, public authority,
agency or body 4(9) 5

- particular inquiry 4(9) 2, 8 et seq.

- public authorities which may receive personal
data in the framework of a particular
inquiry 4(9) 8

- records of data processing activities 4(9) 1

- requests for disclosure 4(9) 12

- scope of the right to information and the right
toaccess 4(9)1

- third party 4(9) 2,7, 11

Records of processing 5 142, 24 32, 30 1 et seq.

Records of processing activities 30 1 et seq.

- accountability 301,11

- audit trail 309

- data governance responsibilities 30 1

- investigative powers 30 13

- living document 307

- micro, small and medium-sized enterprises
30 15 et seq.

Rectification 182, 5

Rectification management 5114

Rectification measures 5 113

Rectification or erasure 58 18

Rectification, right to. 16 1 et seq.;
see also Rights of the data subject

- accuracy 16 1etseq., 8, 12 et seq.

- allegations by third parties 169

- arbitrary complement 16 13

- completion 164,13

- correction 164,6,10,12, 14

- data quality (principle of) 168

- diagnoses 166

- estimates 1611

- ex post empowerment measures 16 2

- facial recognition 167

- freedom of expression; freedom of
information 16 14

- inaccurate 16 1 etseq., 7 et seq., 13

- misinformation 161

- opinions and value judgments 16 10

- optional extension 16 12

- over-accuracy 1638

- partial deletion 16 4

- precision 168

- right to directly control 16 2

- scientific or historical research purposes;
statistical purposes; archiving purposes in
the public interest 16 14

- sensitive data 167

- supplementary statement 16 6, 13

- trivial inaccuracies 16 8

- without undue delay 16 3, 12 et seq.
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Index

Refusal 1119

Register 42 29,43 14
- of criminal convictions
- publication 4051

Regulated self-regulation
- codes of conduct 64 17

Regulatory competence
- for Member States 677

Relevance 592
Religious or philosophical beliefs 9 23

10 2 et seq.

Remedies

- urgency procedure 66 21

Remedies, liability and penalties 77 1 et seq.,
78 1 et seq., 79 1 et seq., 80 1 et seq.,
81 1 et seq., 82 1 et seq., 83 1 et seq,,
84 1 et seq.
- action de groupe 80 15
- alternative remedy 79 6 et seq.
- behaviour of controller/processor
82 3,83 22 et seq.

- choice between the judge or the SA
79 6 et seq.

- choice of the competent SA 77 4, 9 et seq.

- collective redress 80 3 et seq., 8, 10 et seq.,
13 etseq., 823

- consistency mechanism 772,78 21,79 3,
813,11

- contact between courts - 81 2,7 et seq.

- damage 7715,8009, 15,82 1etseq.,

9 et seq., 14 et seq., 20, 23 et seq., 27 et seq.,
30, 32 et seq., 83 21, 23

- data protection agreement . 8232

- EDPB opinion = 784, 20 et seq.

- effective, proportionate and dissuasive

8313, 36,43,84 12, 15
- establishment 79 21 et seq., 26 et seq., 29,
807,16, 82 33 et seq., 83 11, 30

- form of the complaint 77 24 et seq.

- free of charge 7728

- general conditions for imposing

administrative fines 83 1 et seq.
- graduation of the amount of administrative
fines 8326

- gravity of the infringement

- handling of the complaint
78 4,14, 83 31

- inform the complainant/data subject (duty to)
77 12,15, 29, 35 et seq., 78 4, 14, 83 23

- joint liability 825, 24 et seq.

- jurisdiction 785,7,12,19,79 1,8, 21, 26,
28 et seq., 81 1 et seq., 4 et seq., 7, 9, 11, 13,
16, 18 et seq., 82 5, 33, 35

- legally binding decision 78 8

- liability 771, 82 1 et seq., 14, 18, 21 et seq.,
27 et seq., 32,83 2,42

- mandate 804 etseq.,7,9etseq., 13

- Model for Collective Redress 80 8

- not-for-profit body, organisation or

association 791,807
- notification 83 29, 84 18 et seq.

77 15,

83 20 et seq.
77 2,29 et seq.,
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Reporting template

object of the complaint 77 21 et seq.
opening clause 804,11, 14 et seq., 83 42
penalties 771,823,832,5,38,37,
84 1 et seq.
place of the alleged infringement
place of work 77 9 et seq.
preliminary steps before the complaint
77 17 et seq.
public authority 77 11, 78 16, 79 23, 80 15,
814,82 34,839, 18,42
public interest 77 11,78 16,79 23,807,

77 9 et seq.

8234

representation of data subjects 77 3,
80 1 et seq.

residence 77 9 et seq., 79 21, 24 et seq., 29,
811,8233

right to an effective judicial remedy against a
controller or processor 79 1 et seq.

right to an effective judicial remedy against a
supervisory authority 78 1 et seq., 82 12

right to compensation and liability 809, 17,
82 1etseq., 832

right to lodge a complaint with a supervisory
authority 77 1 et seq.

safeguards 80 12, 83 6, 40 et seq.

suspension of proceedings 79 3, 81 1 et seq.

temporal requirements 77 26 et seq.

3313

Representatives of controllers and processors

from third countries 37

Administrative fine 27 17, 32 et seq.

Admissibility of further tasks 27 10

Branch as representative = 27 12

Children 27 16

Conflict of interests

Definition 275

DPD 27 2 et seq.

Effects on the territorial scope 317

Establishment inside of the EU 27 19 et seq.

Exceptions to the obligation of designation
27 13 et seqq.

Extent of the representation 27 22 et seqq.

Function 271

Incompatibility with being appointed as
external DPO 27 11

Lawyers 2712

Legal person as representative 27 10

Legal status 27 21 et seqq.

Liability of the represented entity 27 29

Market place principle 3 57

multiple 277

No lead supervisory authority 3 57,27 22

Obligation of designation 27 6 et seqq.

Obligation to act according to instructions
27 25

Own liability 27 26 et seqq.

Profiling 2715

Public authorities in third countries

Qualifications 27 11

Risk-based approach 27 13 et seqq.

Termination 278

Time limit 27 8

2711

2718



- Written designation 27 8
Representatives of controllers or processors not

established in the Union 4(17) 1 et seq.,

27 1et seq.

administrative coercion 27 33

application and enforcement (of GDPR) in
third countries 271

behaviour 27 14, 19 et seq., 31

branch as representative  4(17) 5, 27 12

breaches of contract 27 26

cases of doubt 27 17

coercive measures 27 30

communicative character 27 22

conflict(s) of interest 4(17) 5, 27 10 et seq.

cooperate with the SA 275,26

corrective powers 27 28, 31

designate a representative (obligation to)
4(17) 2 et seq., 5,27 2, 6 et seq., 17, 33

electronic signature 27 8

enforcement mechanism 27 28

establishment 4(17) 4, 27 3, 12, 20, 22

external DPO 27 11

factual requirement 27 6, 13 et seq.

fines 2711, 17, 26 et seq., 32 et seq.

grounds for termination 27 9

in writing 27 8

infringements of the representative 27 23

large scale 2713, 15

legal enforcement 27 30

legally effective declaration 2723

legally regulated power of representation
4(17) 6,27 23

legislative process 27 3

limit the term of the designation 279

mandate 4(17) 6,27 8, 12, 23, 25, 30

material responsibilities 27 27

messenger 4(17) 6,27 23

minimum degree of personal qualification
2711

nature, context, scope and purposes (of
processing) 27 16

need for control 27 17

occasionally 27 13 et seq.

procedural law 27 29

professional agent(s) 27 12

prohibiting the offering of goods or services
27 31

public authority/ies and body/ies 27 18

ratio of the market place 27 19

record of processing activities 27 5, 26

risk assessment 27 16

risk to the rights and freedoms 27 13

several controllers or processors 4(17) 5,
2710

specific duties of the representative  4(17) 6,
2733

substantive law 27 29

territorial scope 271, 4, 26, 30

third country  4(17) 3, 5, 27 16, 22 et seq.,
30 et seq.

unlawfulness of the data processing 27 32

vagueness 2713

Index

Research, academic and scientific 1223, 14 13,
1529,16 14,20 13,8517

- historic 14 13,1529,16 14,20 13

- publicinterest 1413

Research consortium 26 41
Research purposes 18 17

Responsibility (of the controller) 5 138,

24 1 et seq., 41 et seq.

accountability (principle of) 24 2 et seq, 18,

30 et seq., 38, 45, 47 et seq.

- accountability mechanisms 24 6, 47

- appropriate and effective measures 24 1, 5,
48

- arrangement(s) 2418,32,41

- certification mechanism 246, 10, 47

- clear and transparent allocation 26 54

- codes of conduct 246, 10, 27, 47

- complaints-handling mechanism 24 32

- compliance evidence 243

- contractual arrangements 24 32

- data breach reporting and handling
procedures 24 32

- data protection management and strategy

24 44

- data protection policies 24 10, 32, 42,
44 et seq.

- demonstrate compliance 241, 3,7, 9 et seq.,
47

-~ documentation 249, 32,47

- DPO 249,27, 31 etseq., 37,42

- external oversight 2432

- fine(s) 244etseq., 12,48 et seq.

- impact (of processing on data subject)
24 23,26, 32

- joint control 2411, 15 et seq., 32, 36

- liability 245,12, 28,49

- necessity 24 38,45

- new accountability 248

- objective assessment 24 23

- proactive accountability 24 6, 8 et seq.

- proportionality 249, 28 et seq., 44 et seq.

- records of processing activities 24 32

- Regulation 2018/1725 246

- review and update of technical and
organizational measures 24 38 et seq.

- risk 2410, 19 et seq., 31 et seq., 39, 43, 45

- risk-based approach 24 10, 23, 26

- sanctions 245, 48 et seq.

- scalability 2410, 19 et seq., 34

— scalable 24 26,31, 35, 46

- security measures 24 3,9, 20, 26, 32 et seq.,
36 et seq.

- technical and operational measures 24 26,
30, 33, 36

- technical and organizational measures 24 7,
19 et seq., 22 et seq., 27 et seq., 32 et seq.,
38 et seq., 42 et seq., 47, 50

- training (or education) 24 21, 32, 35, 37, 42

- transfers (of data) 24 32, 36, 42

- transparency 24 32,36
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Index

Restriction of processing  4(3) 1 et seq.
- blocking 4(3) 2 et seq.
- definition 4(3) 1 et seq., 6 et seq.
- marking 4(3) 5et seq.
- measures to prevent 4(3) 6
- novelty 4(3)1
- operations to communicate 4(3) 6
- Regulation 45/2001 4(3) 3
- right to restriction of processing 4(3) 2, 4
- security measure(s) 4(3) 2,6
- signalling and highlighting 4(3) 5
- technical measure(s) 4(3) 6
Restriction of the investigative powers 90 21

Restriction or prohibition of data processing
5817

Restrictions of the rights of the data subject 509,

23 1 et seq.
- blanket restrictions 23 33
- breaches of professional ethics 23 24
- defence 234,7,19
- enforcement of civil law claims 23 30
ethics for regulated professions 23 24

Restrictions of the rights of the data subject,
execution of sentences 23 21

- abuse or unlawful access or transfer 23 34

- accountability 236

- additional restrictions 23 1, 22, 25

- automated decision-making including
profiling 23 29

- chilling effect 239

- civil law claims 23 30

- confidentiality of deliberations 23 23

- Convention 108 = 23 3,12

- data minimization 2331

- disproportionate effort 2326

- DPD 23 3etseq., 14 et seq., 20, 22 et seq.,
26, 30

- European Charter of Fundamental Rights
233,9

- European Convention on Human Rights
23 3etseq., 12,34

- European Essential Guarantees 23 11

- execution of sentences 23 21

- foreseeability 237

- Guidelines by the European Data Protection

Board 232, 6etseq., 10 et seq., 20, 26,
37 et seq.

- human dignity 23 10

- immigration control 23 10, 22

- information about the logic involved 23 29

- inspection 2325

- intellectual property 2329

- judicial independence and proceedings
2323

- judicial review 2310

- law enforcement 235, 21, 24, 38

- LED 235,21,23,38

- legislative powers 231

- less intrusive measures 23 13

- minimum requirements for restrictive
legislative measures 23 31 et seq.

1200

- monitoring 2325

- national security 23 4 et seq., 7, 10,
15 et seq.

- necessity 234,10, 12 et seq., 31 et seq.

- pressing social need 23 12

- professional ethics 23 24

- professional secrets 23 28

- proportionality 23 2,7, 10, 13, 31 et seq.

- prosecution of criminal offences 23 21

- protection of the data subject and other
persons 23 26 et seq.

- pseudonymisation 23 37

- public health 234,7,13,22

- publicinterest 23 3etseq., 7, 18,22

- public security 23 6, 16, 20 et seq.

- Regulation (EU) 2018/1725 235

- regulatory functions 23 25

- restrictive interpretation 231

- right to be informed about restrictions
2338

- rights and freedoms of other persons 23 26

- storage limitation 23 31

- storage period 23 36

— suitability (of restrictions) 23 13

- supremacy (principle of) 238

— technical procedures 23 34

— therapeutical privilege 23 27

- time limitation 237

- trade secrets 2329

— ftransparency 237,31

— Union institutions 23 5

Retargeting 37 21
Retina. 4(14) 8

Return of the data by the processor to the
controller 28 46

Re-use of public sector information 86 12
Review of issued certifications 58 8

Review of other Union legal act on data
protection 97 7 et seq.

- amendment proposals 97 1 et seq.

- legislative proposals 97 6 et seqq.

- scope 978

Review of other Union legal acts on data
protection 98 1 et seq.

- Cookies 9814

- Discretion 981

- electronic communications 98 13

- free movement (of personal data) 98 4, 10

- legislative proposals 98 1, 8 et seq.

- review clause 98 3,6, 11

- timeframe 989

- uniform and consistent protection

98 1 et seq., 6, 11

Revocation 4119,43 15

Right of access 459

Right to a detailed explanation 1519

Right to acess
- Standard contractual clauses (SCC) 46 36



Right to be forgotten (to erasure)

17 1 et seq.,
12, 14 et seq., 30, 21 3, 85 21 et seq., 25
blocking (right to) 1719

censorship 1711, 21

child 1720, 26, 29

compliance with a legal obligation 17 21, 30
control over data 17 3 et seq., 9
court records 17 4
data portability 17 4, 22
data quality (principle of) 17 19
deadlines (fixed; expiration) 17 27
delete (duty/right to) 17 3 et seq., 6,
10 et seq., 18 et seq.
detailed profile 17 16

dissemination 179, 13, 20, 26, 31

economic interests 17 11, 16, 18

effectiveness 17 2

enforceability 17 10

expiration dates 17 4

feasibility 175,912

freedom of expression (and information)
17 11, 13, 17, 21, 30, 32

historical, statistical and scientific research
purposes 1721

inadequate, not relevant or excessive

Indexing 17 15

inform third parties (duty to)

information society (or societies)
30 et seq.

Internet users 17 6, 13,15, 18

journalistic, academic, artistic purposes or
literary expression 17 32

legal basis 17 30

legal status 175

limits (of the right to erasure) = 17 32 et seq.

no longer necessary 17 4, 19 et seq., 27, 30

no longer needed 173

object (right to) 17 4, 18, 20, 30

proportionality 17 18

1719

17 10, 24, 28
1713,

public figure 1717, 19

public health 17 21

publishers of websites 17 16, 18
rectification (right to) 1719, 22

remove data 17 29, 34

restrict (duty to restrict processing)
17 22 et seq.

retention 17 21

search engines 17 1, 15 et seq.

storage 17 4,9, 20, 23,27, 34

tech firms 179

technical measures 17 10

third-party advertisement 17 10

withdraw consent 17 20, 30

Right to information

Ri,

ght to object

scope  4(9) 1

182, 15,21 1 et seq.

automated means 217,20

burden of proof 215

compelling legitimate interest

derogation 2123

direct marketing 21 1 et seq., 4, 6, 16 et seq.,
20,22

215

Ri
Ri
Ri

Ri

Ri
Ri

Index

exemptions 212,10, 16

grounds relating to the data subject’s
particular situation 215, 11

information society service(s) 217,
20 et seq.

obligation to inform 21 6, 18 et seq.

right to erasure 21 3, 12

scientific or historical research and statistical
purposes 211, 8,19, 22 et seq.

ght to privacy 90 18

ght to rectification 187

ght to request
supervising authority, consistency mechanism
6424

ght to restriction of processing 18 1 et seq., 9
accuracy 18 8 et seq.

allow or negotiate the processing 18 12
consent 18 12, 20 et seq.

enforcement 18 26

erasure (right to) 181, 4 et seq., 11, 13,23
exceptions 18 20, 25

inaccuracy (claim of) 188

legal claims 18 13 et seq., 16, 20 et seq., 23
legal consequences 18 18 et seq.

legitimate grounds 18 16, 23

object (right to) 181, 15 et seq.

provide information (duty to) 18 23 et seq.
public interest 18 15, 17, 20 et seq., 24
rectification (right to) 181, 4 et seq.
safeguard(s) 186 et seq., 12

storage 1818, 20

unlawful processing 18 10 et seq.
verification 187, 16

ghts of data subjects 5 40, 115, 40 28

ghts of the data subject 12 et seq.;
see also Access, right of; Complement, right
to; Correction, right to; Object, right to;
Portability, right to; Receive and transmit data,
right to; Rectification, right to; Restrictions
burden of proof for exemptions 14 10
denial of request 12 20, 24
duty to facilitate the exercise 12 9 et seq., 16
excessive exercise 1222 et seq.
exemptions 13 14, 14 10 et seq.,
1529 et seq., 16 14,19 11, 20 11 et seq.,
212,10, 16,23 1 et seq.
gratuitousness to exercise
identification of the controller
identification of the data subject
12 25 et seq.
motivation for exercising 1223
non-EEA-citizens 156,345
non-negotiable rights and obligations
research 1223,2011,13,211,8,19,
22 et seq.
restrictions 20 11 et seq., 23 1 et seq.;
see also exemptions
right to copy of personal data 15 22 et seq.
right to negative information 157
time limits 12 18 et seq., 16 12

1221
156

125
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Index

Risk adequacy

- bigdata 5150

- ubiquitous computing 5 150

Risk and harm 3213

Risk assessment 6 72,28 10, 30 16, 32 14

Risk likelihood and severity 32 16 et seq.

Risk neutrality

- legal certainty 40 14

Risk prevention 255,18

Risk reduction 111

Risk-based approach 5 140, 24 23, 26, 25 16,
32 11 et seq., 37 6, 39 25 et seq.

- Representatives of controllers and processors

from third countries 27 13 et seqq.
Risky operations 32 18

Safe Harbour Intro 135
Safeguard of secrecy obligations 90 2

Safeguards  6(1)(f) 19, 22, 25 30, 39, 40 41,
4123
Safeguards and derogations relating to
processing for archiving purposes in the
public interest, scientific or historical research
purposes or statistical purposes 89 1 et seq.
- advancement of knowledge 89 4
- appropriate safeguards 89 6, 14 et seq.
- archiving purposes in the public interest
891, 6, 8 et seq., 12, 16 et seq., 24
- concurrent purposes 89 24
- data minimisation 89 14
- derogations 89 3 et seq., 8, 11, 14, 16 et seq.,
21 et seq.
- European Research Area (ERA) 892,11,19
- fundamental rights 894
- historical research purposes 89 1, 6, 12, 16,
24
- Member State implementations 895
- pseudonymisation 89 15
- risk-based approach 89 15
- scientific research purposes 89 11, 24
- statistical purposes 89 1, 6 et seq., 13, 16, 24
- technical and organisational measures 89 14

Sanctions 24 5, 88 41; see Enforcement

Scalable 24 26, 31, 46

Schrems II 24 41

Scientific purposes

- International data flows 49 47

Scientific research  4(11) 35, 6(1)(f) 2;
see Research, academic and scientific

Scoial Plug-Ins
- Territorial scope 3 51 et seqq.

Scope of application
- opinion procedure 649

Scoring 13 11,1510
Screening tests  4(15) 6
Search engines 85 15,22
Secondary legislation 89 18

1202
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crecy (obligation of) 90 1 et seq.

confidentiality 90 4 et seq., 16, 22
investigative powers 90 8, 16, 21
national law specifications 90 12
notify (duty to) 90 23 et seq.
supervisory authority/ies (SA/SAs)

90 1 et seq., 7 et seq., 16, 18, 21 et seq.

Security breach notification see Personal data

breach

Security company  4(7) 40

Security incident  see Personal data breach
Security measures 10 5, 24 32, 89 15

appropriate technical and organisational
measures 329 et seq.

Security of processing 32 1 et seq.

accountability 32 14, 35, 37

availability and access to personal data
3230

confidentiality, integrity and availability of
personal data 32 3, 33

cyber-resilience approach 32 32

divergences of national laws 326

encryption 325, 10, 26

legal and financial consequences 32 38

likelihood and severity of the risk
32 16 et seq.

network and information security
32 2 et seq.

potential threats 3217,19

pseudonymisation 32 5, 10, 21 et seq.

regularly testing, assessing and evaluating
the effectiveness of technical and
organisational measures 32 31

risk and harm = 3213

risk-based approach 326, 11, 14, 24

risks to the rights and freedoms of the data
subject 3214

risky operations 32 18

security of personal data 321

security principle 32 2etseq., 11, 27,32

special group of security risks 32 33

technical and organisational measures 32 4,
9 et seq., 35

technology neutral approach 324, 6

trilogue 325

types of harm 3220

Security principle 322

availability 323
confidentiality 323
integrity 323

Security risks

special category of risks 32 33

Self-help and support groups  4(15) 5
Self-monitoring 411

Self-protection 151,341
Self-regulation 85 10



Sensitive data 6 17,9 1 etseq., 7,16 7,34 4,

3720

archiving, scientific and historical research
975 et seq.

biometric data 9 6, 29 et seq., 84, 64 28

conclusive action 9 41

COVID-19 99, 36,49, 78

data concerning a natural person’s sex life or
sexual orientation 96, 10, 38

data concerning health 9 9 et seq., 34 et seq.,
73,78, 84

data revealing political opinions, religious or
philosophical beliefs 9 10, 16, 21 et seq.

data revealing racial or ethnic origin
9 18 et seq.

data that are manifestly made public 9 14,
56 et seq.

derogations 9 11 et seq., 15, 39 et seq.

employment, social security and social
protection law 9 47

establishment, exercise or defence of legal
claims 959 et seq.

explicit consent 9 13, 40 et seq.

foundations, associations, not-for-profit
bodies 952 et seq.

genetic data 9 26 et seq., 34, 84

legal grounds 9 12 et seq., 16, 39

photographs (processing of) 9 30, 32

physically or legally incapable (of giving
consent) 913,48, 51

preventive or occupational medicine
9 68 et seq.

professional secrecy 9 68, 70 et seq., 83

public health 971 et seq., 78

public interest ~ 9 65, 71 et seq.

Representatives of controllers and processors
from third countries 27 13 et seqq.

right to be forgotten 9 60

right to object 9 60

right to restriction of processing 9 60

Second Payment Services Directive 9 43

secrets (legal regulation of); banking secrets;
insurance secrets 91,4

social media 9 57

substantial public interest 9 65 et seq.

third country data transfers 9 60

trade union membership 9 10, 24 et seq.

vital interests 9 13, 48, 51

Sex life, sexual orientation 938,167
Signature 4(14) 8

Single unique global identifier 873

Skin 4(13) 5

Sleep diary 4(15) 14

Small and medium-sized enterprises 40 15
Smart city 1213

Smart data 37 17

Smart devices 5 85, 87

Smoking and drinking habits  4(15) 5
Social media and networks  6(1)(f) 18, 46,9 57,

14 3,202, 5,12, 64 28

Index

Sole interlocutor 56 16

Sources by law

- collective agreements 88 24 et seq.
Sources of law

- specific national rules 88 24 et seq.

Sovereignty

- urgency procedure 66 13

Special categories of data  4(14) 1,9 1,7, 37 22,
87 2; see Sensitive data

Special provisions 89 3

Specific authorisation 28 16
Specific rules 88 20 et seq.

Specific technical processing  4(14) 4

Stakeholders 40 45
- consultation 40 21 et seq.

Standard contractual clauses (SCC) 4(7) 13,
28 74, 46 31 et seq.

- breach of contract 46 45 et seq.

- choice of jurisdiction 46 44

- choice oflaw 46 44

- consistency mechanism 64 19

- data breaches 46 34

- data protection principles 46 34

= data subject rights 46 36

- governmental data access 46 42

- joint liability 46 37

— legal obligations in the third country 46 42

- legal remedies 46 41

- liability 46 37

- monitoring of domestic legislation 46 43

- onward transfers 46 35

- opinion procedure 6419

- purpose limitation 46 34

- rightto access 46 36

- safeguards 46 34 et seq.

- scope of application 46 32

— Sub-processing 46 46 et seq.

- supervision 46 39

- surveillance laws 46 42

- termination 46 45 et seq.

- third-party beneficiaries 46 36

— Transfer Impact Assessment (TIA) 46 42

- transfer third country 64 19

Standard data protection clauses 46 26 et seq.,
58 29

- adoption 4628

- approval 4627

- intra-group agreement 46 30

- parties 46 30

- scope of application 46 29

- Standard contractual clauses (SCC 2021)

46 31 et seq.

Statistical purposes 14 13,1529, 16 14, 18 17
- international data flows 49 47

Steps counting  4(15) 14
Stock option plans 49 23

Storage limitation 5 62, 122 et seq.
- exceptions 5128
- necessity 5121
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Index

- personal data 5124

Storage of data
- safe 1818

“Streisand effect” 1911
Subject access see Access, right of

Subject-matter and objectives (of GDPR)
11etseq.

- anti-discrimination 1 31, 40

- automated (data processing) 112

- autonomy 129

- balancing 11,20, 28 et seq., 34

- barrier to trade 142

- chilling effect 129

- citizen score 129

- competence 121, 23,29, 33

- competition 121, 41,43,47

- competitive advantage 121

- conflict-of-laws rule 135

- conflicts of objectives 121,25

- constitutional law 123

- controller(s) 1 3,10, 30, 42, 46

- cultural diversity 140

- danger 112

- Data Protection Directive for Police and
Criminal Justice Authorities 124

- data protection law 12 et seq., 6 et seq., 12,
21 et seq., 24, 26 et seq., 30 et seq., 36, 39,
42 et seq., 47

- data subject(s) 1 3etseq., 10, 27, 33, 35

- deceased persons 139

- democracy 134

- digitization 14, 8 et seq.

- discretionary power 11

- ECHR 124,38

- economic commodity 141, 47

- economy 16,28, 40,47

- enforcement 19,11,17

- ePrivacy Directive 16, 10

- ePrivacy Regulation 110,24

- external effects 130

— fairtrial 132,34

- forum shopping 135

- free movement of data 15,27, 32, 41, 45,
47 et seq.

- freedom of assembly 132
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56 3 etseq., 12,57 1,66 17
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conflicts of interest 52 18 et seq.
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5910

fines 5812,20

free flow of personal data  4(21) 1,51 18

free to design the content (of activity report)
597

function (of activity report) 591

functional independence 52 7 et seq.
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- authorities of third countries 32,8

- choice of law clauses 3 62

- cloud computing 3 21, 46, 54

- concept of behaviour 3 48

- concept of establishment 3 2, 14, 19, 23
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- forum shopping 331

Index

- free movement of goods 3 40
- goods or services 36,9,42,54
- internal market 3 1,4, 40 et seq.
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- Territorial scope 3 32 et seqq.
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obligation to inform the competent SA
46 63,47 33,49 4, 49

Ombudsperson 45 42

onward transfers 44 1, 8, 27 et seq., 45 12,
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49 3, 13, 15, 26, 35

public interest 46 23, 48 10, 49 5, 25 et seq.,
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- subprocessor 46 52, 55 et seq., 68 - children 1212,29
- subsidiary 47 24, 29,496, 46 - clear and plain language 127, 9, 12
- suitable safeguards 49 48 - cognitive overload 129
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